Errori informatici da non commettere
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$ whoami :

Phishing Analysis and Contrast @ D3Lab

Team Member @ BackBox Linux

)982 g
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$ Europa e Informatica

Popolazione Europea: 743 milioni

Occupanti Settore IT: 6,7 milioni
ossiail 3,1% del totale UE

Fonte: Eurostat
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Instagram Suffers Data Breach! Hacker Stole Contact Info of
High-Profile Users

$ C rO n aC a ¥ Wednesday, August 30,2017 & Swati Khandelwal

UniCredit nel mirino degli hacker,contt  p»
correnti e password al sicuro

L

126

Instagram has recently suffered a possibly serious data breach with hackers gaining access to the phone

numbers and email addresses for many "high-profile" users.

fin24 tech

m NEWS COMPANIES MOBILE GADGETS OPINION CYBER SECURITY

On Finance: What you need to know about Equifax .
D= hack PTI website defaced by hackers

By Steve Burgess, For the News Tribune on Oct 22, 2017 at 8:00 p.m. By News Desk Published: AUgUSt 2 2017

22, SN 25N BN
SHARES

Massive data leak could be from a credit
bureau

2017-10-18 14:50 - Angelique Serrao

POST A COMMENT 0

srare: [ 2

Johannesburg - The sensitive private information
of 30 million South Africans, contained in a
massive data breach, appears to have been
hacked from a credit bureau.

This is according to Australian Microsoft regional
director, Tory Hunt, who exposed the leak on
Twitter on Tuesday.

* READ: Millions of South Africans'
personal information may have been
leaked online

Hunt is also a security researcher and creator of
the website Havelbeenpwned.com. The website
allows people to check if their personal
information has been compromised.

B The Equifax data breach has been making headlines since it was first announced on

Earlier this year the site exposed the hacking of Sept. 7, and with good reason. The breach may have exposed personal information —

Ster-Kinekor's website, which put more than six
million accounts at risk, Business Day reported.

including Social Security numbers, driver's license numbers and addresses — of 143

million Americans, making it one of the largest and most serious cybersecurity breaches

Hunt said on Twitter on Wednesday that the data in history. Read on for answers to some commonly asked consumer questions.
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$ Aggiornamenti

Dopo 16 anni il 9,17% degli utenti usaWindows XP.

Eil terzo OS piu usato al mondo!
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$ Aggiornamenti: cosa potevamo evitare...

WannaCry

Ransomware Attack

“I“U bl
uSSSuuuS$SSSS $
SSSSSS$SS$

53888~
55~

Data Breach

iy EQU’FAX

(&)

N
I

Here's How to Protect Yourself
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$ Password: Hash = Cifratura

U107
0100710
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$ Password: Hash = Cifratura

Salve, mi consigliate x un sistema di login/autenticazione i classico MD5 oppure SHAS 12!

Ci sono poi caratteristiche particolari che non posso mettere nell'annuncio ma che
prevedono APl e scambio di dati con client con crittografia MD5.

Oltre alla classica pwd in chiaro, la semplice criptazione MD5 che puo generare due
stesse identiche stringhe e anche la MD5 + salt.Voi che sistema utilizzate!?
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$ Password: Hash = Cifratura

hashkiller.co.uk
e 829.726 billion unique decrypted MD5
e 312.072billionunique decrypted SHAT
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$ Password: in chiaro®

[ NON | Recupero utenza e password

¥, Scaricamessaggi | v [ Scrivi @@ Chat $ Rubrica QP v =
Da Trenitalia <webmaster@trenitalia.it> i 4 Rispondi = <y Rispondiatutti|¥ =p Inoltra Altro v

Oggetio Recupero utenza e password 22/10/17, 23:30

A Me <drego85@draghetti.it> W

@ Q Looking Up Route... Hops Neu laden  Abbestellen

‘ P g
VF rrenviracia

GRUPPO FERROVIE DELLO STATO ITALIANE

Gentile ANDREA DRAGHETTI,
come da tua richiesta, ecco i dati relativi al tuo Account

Riepilogo dati registrazione

CODICE PERSONALE 110055222

USER-ID 1100552222
PASSWORD WLePasswordinChiarol!

- - ‘
www.trenitalia.com I rrenvitavia

GRUMNC FREOVE DILLO STAND FALLALE

=3
R RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRIRRIII=—=—
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$ Git: Distributed Version Control System

\REMOTE REPOSITORY

.

.

AR

.
—

WORKING ING LOCAL
COPY EA REPOSITORY

STAGE <, COMMIT
CHANGES /' CHANGES

DEVELOPER A DEVELOPER B
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$ Git: Distributed Version Control System

4= . i *, T =]
| 0O (< il = O] L] & google.it M O B
GQ g Ie intitle:"index of" .git Q
Tutti Video Immagini Notizie Maps Altro Impostazioni Strumenti

Circa 2.120 risultati (0,20 secondi)

Index of /.git - Madrid Ghost Tour
www.madridghosttour.com/.git/ ¥ Traduci questa pagina
Index of /.git. Parent Directory - COMMIT_EDITMSG - FETCH_HEAD - HEAD - ORIG_HEAD - config -

description - hooks/ - index - info/ - logs/ - objects/ - packed- ...

Index of /.git - Grupo Arve
www.grupoarve.com/.git/ ¥ Traduci questa pagina
Index of /.git. Parent Directory - COMMIT_EDITMSG - HEAD - branches/ - config - description - hooks/ -

index - info/ - logs/ - objects/ - refs/. Apache Server at ...

Index of /.git - Northgate Lighting

www.northgatelighting.co.uk/.git/ ¥ Traduci questa pagina

Index of /.git. Parent Directory - COMMIT_EDITMSG - HEAD - branches/ - config - description - hooks/ -
index - info/ - logs/ - objects/ - refs/. Apache/2.2.29 (Unix) ...

Index of /.git - DJ Cotts

djcotts.net/.git/ ¥ Traduci questa pagina

Index of /.git. Parent Directory - FETCH_HEAD - HEAD - branches/ - config - description - hooks/ - info/
- objects/ - refs/. Apache Server at djcotts.net Port 80.

Index of /.git - Age

age.is.it/.git/ v Traduci questa pagina

Name - Last modified - Size - Description - Parent Directory, -. COMMIT_EDITMSG, 2013-10-17 17:09,
66. HEAD, 2013-10-17 17:09, 23. branches/, 2013-10-17 ...
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$ Git: Distributed Version Control System

00 < il o @ & & easypodcast.it th O | [

Chi siamo

EasyPodcast € un canale di distribuzione di trasmissioni audio-podcast improntate sulla tecnologia, con un occhio di riguardo sul mondo Apple.

Zoasy @ podcast
y\!/p

E un progetto nato il 19 Settembre 2012 da un'idea di Federico Travaini e Luca Zorzi che, dopo essersi ritagliati un posto nell'olimpo dei podcast
grazie ad EasyApple, decidono di intraprendere una nuova avventura nel mondo del podcasting fondando EasyPodcast, il network che prima non

c'era.

Abbiamo anche un blog, dove occasionalmente scriviamo delle novita in arrivo sul network.

Copyright © 2012-2017 EasyPodcast

EasyApple #297
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$ Git: Distributed Version Control System

ksericpro/certis-api — constants.py Python
Showing the top nine matches Last indexed on 20 Sep

SMTP_HOST = "smtp.gmail.com"

SMTP_PORT 587

SMTP_USERNAME = "wheytvroot@gmail.com"
SMTP_PASSWORD = "wheytv54321"

110 T —————————

ogstation/hongid - smtp.conf
Showing the top 14 matches Last indexed on 17 Sep 2016

# ERfFECE

[smtp]

smtp.server=smtp.gmail.com
smtp.port=25
smtp.username=mint.zhao.chiuggmail. com
smtp.password=Zhaomingl23
smtp.host=smtp.gmail.com

0000 e ———

. smoothpanda1981/HQ - mail.properties INI
Showing the top nine matches Last indexed on 21 Sep 2016

smtp.host=smtp.gmail. com

smtp.port=587
smtp.username=daigouswitzerland@gmail. com
smtp.password=ouatahl979
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$ Git: Distributed Version Control System

- Heisenberk/PGP - secring.pgp
Showing the top nine matches Last indexed on 26 Jan

----- BEGIN PGP PRIVATE KEY BLOCK-——--
1034002003802173981352492222006548204073328106072688005529063811770138810014207803500686
1821004904235227112756477777363298400494886618062703278193884830249058310514357715806847
————— END PGP PRIVATE KEY BLOCK---—
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$ Git: Distributed Version Control System

53 lines (40 sloc) 1.51 KB Raw Blame History S B

#rdps for flux

//asundhar

10.26.131.101

User Name : USDEV\asundhar
Password : Portall!

//mrazak

10.26.216.61
USDEV\morazak

Password : P@ssword239

//vpn credentails for deloitte
https://aexternal.deloittenet.deloitte.com/my.policy#
sipatra

Password79(

P@ssword239

//flux database info
10.25.112.22; Database=Flux; User Id=Flux_User; Password=1@/D20Y6m4;

#test server web site flux
https://ddisclosureanalytics.deloitte.com/flux/uploadtb
usdev\leeldridge

Portall!

e =

https://archive.fo/flmFv
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$ Git: Distributed Version Control System

Name A Date
= -Testing Workbench Solution - TCS Presentation - V1.1.pptx May
@- Consolidatec* )/ \enus_Details V1.xIsx May
™ Consolidated SEM# ™ \ienus_Details_second chunk.xls May
g I :<timation_v0.1.xIsx May
- I Revised _Estimation_v0.1.xIsx May
! Deployment Diagram.png May
i estimation "SexIsx May
@ explaination for presentation.docx May

I s May
@ Invoice File.docx May
= Modernization V1.1 - For review.pptx May

Modernization V1.1.pdf May
Modernization V1.pdf May
Modernization V2.1.pptx May
Modernization V2.3.zip May
Modernization V2.4 - PDF.zip May
Modernization V2.5.pptx May

e ERER

¢ Modernization V2.5.zip May
&l odernization V2.pptx May
_’)eploymentDiagram.pptx May
= I Redesign - revised arch diagram.pptx May
" Quick-invoice-entry.docx May
README.md May

== Solution Architecture_"SlINS.1.pptx May
@ Spring-Hibernate_E1.ppt May
B SpringConcepts.ppt May
W notes.txt May

@ talking points.docx May
=2 IR P - Microservices Platform Review Report V0.35.pptx May
= Iotes App Migration Approach V11.pptx May
B oubleshooting.txt May

@ void-invoice.docx May

T

https:/www.theregister.co.uk/2017/06/12/tata_bank_code_github/
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$ Pastebin

00O < M o @O & & pastebin.com ] th )

F%Y
%3’0‘”’- PASTEBIN % newpaste| trends Q search... Guest User . —
g [ ]

New Paste

Optional Paste Settings

Hello Guest

Syntax Highlighting: None v
SignUp or  Login
Paste Expiration: Never v
f Sign in with Facebook
Paste Exposure: Public v :
v Sign in with Twitter
Folder: (PRO members only) v &+ Sign in with Google
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$ Pastebin: Dati Sensibili

0O (< ] A O) | & pastebin.com & t a +
AP|
acc i iead Public Pastes

AGUEST [] OCT 22ND, 2017 ) 351 NEVER W TWEET | Untitled

3 sec ago
Untitled

6 sec ago
Untitled

6 sec ago
. . . Untitled

Not a member of Pastebin yet? Sign Up, it unlocks many cool features! 9 sec ago
S ay
Untitled

text 3.69 KB raw download <clone embed report print 12 sec ago
42683067810 | THAYNA PIRES | 13/04/2008 | ALEXANDRA DE NOVAIS | F | thaynad426@bomtoncom | J8914154 Untitled

15 sec ago

40652085806 | ALINE CRISTINE ANASTACIO | 21/09/1989 | ANA LUCIA ANASTACIO | F | alined@6@bomtoncom | J@914154 ecago
02328899021 | ANA GABRIELA LEAL OSORIO | 26/10/199@ | ANGELA MARIA LEAL OSORIO | F | ana@23@bomtoncom | ]0914154 9:““9‘5

sec ago

092120004706 | GLEICE CRISTINA IOTI MAIA DOS SANTOS | 17/07/1971 | MARIA DE LOURDES IOTTI MAIA | F | gleice@2l@bomtoncom |

Untitled

Je914154 20 sec ago

91943759278 | FELIPE SOARES GOMES PEREIRA | ©2/11/1995 | ODINELZA SOARES GOMES PEREIRA | M | felipe@l19@bomtone.com | J@914154
16039298863 | GILMA CORREIA NASCIMENTO SILVA | ©@7/08/1969 | SEVERINA MARIA DO NASCIMENTO | F | gilmal6@@bomtone.com | J@914154
42097656862 | JOAO VICTOR COLLARES BRIGOLA | ©1/12/1992 | SONIA ELOISA COLLARES BRIGOLA | M | joao42@@bomtone.com | J@914154
07572447422 | MARIA QUITERIA DOS SANTOS | 23/07/1971 | NELCI JANUARIO DA SILVA | F | maria@75@bomtone.com | J@914154
41146246862 | SARA ALVES DA SILVA | 24/06/1993 | NILDA ALVES DA SILVA | F | sarad4ll@bomtone.com | J@914154

©9220027976 | JOCELI RUTZ | 19/@05/1995 | ANTONIA DE LORENZI RUTZ | F | joceli@92@bomtone.com | J@914154

Fonte: @dumpmon
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$ Pastebin: APl Key

0O (< [ S O) ] & pastebin.com & t m] +
003%
&» PASTEBIN  [SFhnewpaste Q search... B S O Sustle .
Untitled (i  Public Pastes
AGUEST [ OCT 24TH, 2017 () 68 ) NEVER W TWEET | Untitled
3 sec ago
Untitled
4 sec ago
Untitled
10 sec ago
. . . Untitled
Not a member of Pastebin yet? Sign Up, it unlocks many cool features! 16 sec age
ec ago
Untitled
text 8.49 KB raw download <clone embed report print 21 sec ago
var firebase = require('firebase') Diablo italian
21 sec ago
var config = { Untitied
22 sec ago
apiKey: "AIzaSyDSb2Uox26Lu9s1t5MEDpK]jypndvKL_fek",
Untitled
authDomain: "miflora-p2w.firebaseapp.com", 24 sec ago

databaseURL: "https://miflora-p2w.firebaseio.com",
projectId: "miflora-p2w",
storageBucket: "miflora-p2w.appspot.com",
messagingSenderId: "356218266549"

i

firebase.initializeApp(config);

var database = firebase.database();
var dev = database.ref('device/' + device.deviceld);

var dat = database.ref('data/' + device.deviceld).push();

Fonte: @dumpmon
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$ Pastebin: SSH Private Key

000 < Em| o 0O & & pastebin.com @ th o

003 Guest User

&9 PASTEBIN  [nepse g |

Untitled [l Public Pastes
AGUEST OCT 14TH, 2017 334 NEVER |y TWEET | Fuze Il

C++ | 1 sec ago
Untitled
5 sec ago
Untitled

Lua | 9 sec ago

Untitled

Not a member of Pastebin yet? Sign Up, it unlocks many cool features! o )
XML | 12 sec ago

Untitled
text 1.75 KB raw download clone embed report print 13 sec ago
----- BEGIN RSA PRIVATE KEY-—--- Untitled
Pytho 13 sec ago
Proc-Type: 4,ENCRYPTED ython | 13 sec ago
DEK-Info: AES-128-CBC,719480B642DAD81DDD878557A6C53C1E ?gﬂued
sec ago
Untitled

mj deRUX1E9P9+It3+BD++c14+Ia7GypClLKrbZksZVRd/60GVX/6NV7 /jw+xIOyU
hb2D8KvXzbXcmv2gCédexFL1ygWHkoquRCQMBV5+7M/2QkbpcqrCTaopQeP@D5j0
9FJGTfHs IPgHzCBAMbTUaw7s4wtYsK8KVC56b0R01SRktngBX+bon7vFLZNquL+MP
vUV2XVISXraUXY50ZXrYM1Ct/40uT9QgcWz9A9c7sCvLvml/MIK68h40QACEBWD /
J2B9ieUWXUGF+a3VdGHbh6]jG@hp/V/GrY81hbF6IHIFFUMsxgnwBQyWw5nmdja4Q
10jj9CqzuCkp9ATHNCcNjOU/qofe0YeIxFMp120pxAJxrQZcFiZmF5/0DtZBOgUM
wy+0qGnjyxA5y2Im4I57D1DYidACVaxSyIvdQzRCavi3NQmVZvibVRjZAo7rBHCc
1k5WBDxhUqVhDIuMNt9m71j8LXIC57MIZ1m11G5TIQYPRIK+mxcQKzZPj2SHS 1DH
pBg/A6+4eCVHFMGIT fmMMFnInMeprgQgMgFYcEmcxaCj5LsX+cGfbGG LUhRKwtNN
0x5qu18sxRF5+FmT+/Neu8sanxzn9tq6oTSIi6IV+EuCcDi65bAXCUUGUBWITEdr
Kzd6ufdVAvgEzDWaVSh@zgk rM8+YWgRcgWDum2LFQ32vbBBXIhNGchG3nK1w983D
9X3bRj I9AHhbM3Z90 fNn8Cy/OKFeR ImNudam6eCZHOIWsFXUlyUYwlgg2u/laekg
V4ToZe6+XaRpFj9Zc4duysTrKvFIGemOYV8Guz jmEw57YvVUngcWOXGBgrQtUFz2
s4nWBNTI6rRyaXbopgqriNk3M66ny7JxeKXsx05hCz0Cj3wIlxjDiG4qgaXLcO7KME
8V6JiC48121]1D+QM3SgpnmcTgVHIW6 rAASAmzOUB7HTd fw3 f fUXB+gBE+1YSmd1l

MatLab | 21 sec ago

Fonte: @dumpmon
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$ Backup/Dev Server Exposed
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$ Backup/Dev Server Exposed

| NN ) 2. bash
21:09:46',1,'0.00","1900-01-01"," ", " ", "ttt T, T 1,0),(115864, "giovanni ', Tnardini', "'giovanninardini’, ‘4 7 0aas W83 d2ec5df9beafef2f’, 'giovanninardini@hotmail.com’,0,0, '2005-11-08
20:02:56',1,'0.00","1900-01-01"," ", ", Y, T ,0),(115863, Tbruno', "d\ "amico', "damicobruno’, '64c3ff 38f5aae23a’, 'damicobruno@tiscali.it’,0,0, '2005-11-08
09:24:48',1,'0.00','1900-01-01"," ", " ", ", T, T, T ,0),(115862, "Glacomo ', "Lais ', "giacgiac’, " 80fd8bBcS4e: 26a3c’', 'g.lais@wally.com',0,0, '2005-11-08

14:28:39',1,'0.00"', "1900-01-01"," ", " ", ", T, T ,0),(115861, "Andrea’, "Renda’, "primoaerre’, '6a65a9d5f cf@cce3’, 'aregic@virgilio.it’,0,0, '2005-11-08

17:38:39',1,'0.00"', "1900-01-01"," ", " ", ", Y, 1 ,0),(115860, Tpiero’, "montessori’, 'piero.montessori’, 872b7el177bef726f4', 'pieroleone.montessori@crs.lombardia.it’,0,0, '2005-11-08
17:34:13',1,'0.00", '1900-01-01", " ", """, ", N, 1 ,0),(115859, "Zel jko', "Pantelic’, "zeljko', '243a3b6f7d: 0d5229°', 'pantelic@radioradio.it’,0,0, '2005-11-08
17:29:18',1,'0.00", '1900-01-01", " ", " ", ", T, T ,0),(115858, "Alberto’, "Bolaffi’, "bolaffi’, ' 5f5aa4063¢ 995ab80' , 'magazine@bolaffi.it',0,0, '2005-11-08

17:16:57',1,'0.00", '1900-01-01", " ", """, ", Y, N, 1 ,0),(115857, "giorgio’, "baschieri’, "gio2r', 'ec213b8e?t 184e5¢61', 'gio2rbaschi®yahoo.it’,0,0, '2005-11-08
17:02:10',1,'0.00", '1900-01-01", " ", " ", "ttt T, T ,0),(115856, "KYRA', "BARTOLETTI', "bartolettone’, '5c4f: 9cd38258befd’, "'kyrola@inwind.it',0,0, '2005-11-08
19:31:25',1,'0.00", '1900-01-01", " ", ", T, T ,0), (115855, "GIOVANNINO ', "MERCANTI ', "mercgiov’, ' cecas 12db80f44e93' , 'mercgiov@users.dylog.it',0,0, '2005-11-08
23:24:43',1,'37.40','1900-01-01"," ", " ", ", T, T, T ,0),(115854, "MASSIMILIANO ', FCIOCCHETTI', "'max777", "¢t b9c3b33362ad@al’, 'max.ciocchetti@grandieventi.biz’,0,0, '2005-11-08
16:17:38',1,'0.00", '1900-01-01"," ", """, ", T, 1 ,0),(115853, "Francesco ', 'Clary ', " fracla@7', '@ae301e3! 1e418cel’, 'francesco.clary@confcooperativebolzano.it',0,0, '2005-11-08
11:14:54',1,'29.70','1900-01-01"," ", ", """, ", Y, T, 0),(115852, T francesco’, "zelzi', "cicciobb’, '954becs! 138f2209f0", 'per_avsi@libero.it',0,0, '2005-11-08
14:57:43',1,'0.00", '1900-01-01", " ", " ", "ttt 1 ,0),(115851, "stefano ', "chiarandini', 'sch65 ', 'eS5cb7c4 4a954cfbc’, 'sch@conecta.it',0,0, '2005-11-08

18:21:46',1,'0.00", '1900-01-01", " ", ", ", T, T ,0),(115850, "Enrico”, "Pinali’, "epinali’, ' 3b65e8668e8 243c9', 'epinali@hotmail.com’,0,0, '2005-11-08
03:49:19',1,'0.00',"1900-01-01" ," ", " ", ", Tttt T, T, T ,0),(115849, "Andrea”, "Soltoggio’, 'soltoggio’, 'Sabael 094cbfcffe’, "aqs@cs.bham.ac.uk',0,0, '2005-11-08
13:43:36',1,'0.00","1900-01-01", " ", " ", "ttt T, T, T 1,0),(115848, "gianpiero’, 'scardovelli’, "'gscardo’, ' fe8i b347c@ac5d96e’ , 'pscardo@gmail.com’,0,0, '2005-11-08
13:31:19',1,'0.00", "'1900-01-01", " ", " ", ", T, Y, 1 ,0),(115847, "gianpiero”, "scardovelli’, "'pscardo’, ' fe8: b347c@ac5d96e’ , 'pscardo@gmail.com’,0,0, '2005-11-08

paolo’, 'santamaria’, 'tecmeet’, "ded i 1L 0DLITA0CLO0E0L 1 c5f9cldf6’ , 'tecmeet@yahoo.com',0,0, '2005-11-08

06:01:21',1,'0.00",'1900-01-01"," ", ", ", T, T, T ,0),(115845, TLuciano', "Bigazzi ', "infinitamente ', '9dal dcaca37a393a8', "infinitamente@email.it',0,0, '2005-11-08
11:10:26',1,'47.00","1900-01-01"," ", ", """ttt L T ,0),(115844, "gianluca’, 'rizzetto', "grizzetto’, ' fecer 9f617341df73"', 'griz€griz.it’',0,0, '2005-11-08

11:52:26',1,'0.00", '1900-01-01", " ", """, ", T, 1 ,0),(115843, "stefano’, "gala’, 'milanchamp’, 'al7c5fells 41d6936", 'lunecalanti®libero.it’,0,0, '2005-11-08
11:51:29',1,'0.00', '1900-01-01", " ", """, ", Y, T, T ,0),(115842, "riccardo”’, 'milani’, "bobbysands ', ' d@9f1de 4b0074195a" , 'rmilani@virgilio.it’,0,0, '2005-11-08
12:12:10',1,'0.00", '1900-01-01", " ", ", ", N, " ,0),(115841, "Elena’, 'Scrosati’, 'screlena’, 'bb864b27bt fa84424' ,'elena.scrosati®email.it’,0,0, '2005-11-08
11:39:57',1,'0.00', "1900-01-01"," ", """, ", ", Y, 1 ,0),(115840, Tdaniele’, fzampini®, 'zampa', "balcb22bf1d: 025", 'zampad@libero.it',0,0, '2005-11-08

12:57:01',1,'0.00", "1900-01-01"," ", """, """ttt N, " ,0),(115839, "sdf T, "sdf ', 'wa953232" , " 2e69b7f01d94262b« ', 'zarr@email.it’,0,0, '2005-11-08

14:00:25',1,'0.00", '1900-01-01", " ", " ", ", N, ,0),(115838, "1isa’, 'maranzano’, " lmaranza ', ' e@555c7e7t 1bf8dc5’, 'lmaranza@libero.it',0,0, '2005-11-08
21:43:58',1,'0.00","1900-01-01"," ", " ", ", Y, T ,0),(115837, TLUCAT, "BALB', "lucavl ', '01db9d18774ece8a- ', "tecnico@vlidrodinamica.mysam.it",0,0, '2005-11-08

Libero Quotidiano - Fonte: Anonymous
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$ Backup/Dev Server Exposed

Aeroporto di New York-Stewart - Fonte: Gestalt IT
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$ Injection

OWASP Top 10 - 2013 (Previous) OWASP Top 10 - 2017 (New)

Al - Injection
A2 - Broken Authentication and Session Management

A3 - Cross-Site Scripting (XSS)

Al - Injection
A2 — Broken Authentication and Session Management

A3 ~ Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References - Merged with A7 ew—p A4 —~ Broken Access Control (Original category in 2003/2004)

AS — Security Misconfiguration

A6 - Sensitive Data Exposure

A7 - Missing Function Level Access Control - Merged with A4
A8 ~ Cross-Site Request Forgery (CSRF)

A9 ~ Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards - Dropped

AS — Security Misconfiguration

Ab - Sensitive Data Exposure

A7 - Insufficient Attack Protection (NEW)

A8 — Cross-Site Request Forgery (CSRF)

A9 ~ Using Components with Known Vulnerabilities

A10 - Underprotected APIs (NEW)

R —

B
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$ SQL Injection

SQL Injection Vulnerability in 'Yahoo! Contributors
Network'

¥ Wednesday, October 08,2014 & Mohit Kumar

CONTRIBUTOR
YJ&HOO" NETWORK

Where your voice joins the
world’s conversations

Yahoo! Contributors Network (contributor.yahoo.com), the network of authors that generated the contents
such as photographs, videos, articles and their knowledge to more than 600 million monthly visitors, was

vulnerable to a Time based Blind SQL Injection vulnerability.

Behrouz Sadeghipour, a security researcher reported the Blind SQLi vulnerability in Yahoo!s website that

could be exploited by hackers to steal users’ and authors’ database, containing their personal information.

453491 eMail e Password - Fonte: ThN

Universita degli Studi di Palermo - Dipartimento di Matematica e Informatica - Orientamento al Lavoro - 25 Ottobre 2017




$ SQL Injection

ASHLEY
MADIS#N°

Life is short. Have an affair.®

Get started by telling us your relationship status:

Please Select -

See Your Matches »

anonymous members!

\}{‘

33 milioni di eMail e Password - Fonte: Guerre di Rete
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$ SQL Injection

Drupal SQL Injection Vulnerability leaves Millions of
Websites Open to Hackers

4 Sunday, November 02,2014 & Wang Wei

Drupal

One of the most popular content management systems, Drupal, is warning its users to consider their
websites as compromised unless their sites were updated immediately with a security patch released on 15
October2014.

B

12 milioni di siti con Drupal Vulnerabile al 2014 - Fonte: ThN
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$ SQL Injection

Sony Pictures hacked and Database Leaked by LulzSec

4 Thursday, June 02,2011 & Mohit Kumar

Sony Pictures hacked and Database Leaked by LulzSec

SONY

hacked.again

YES ! Sony Hacked Again once more by Lulzsec. The Target is SonyPictures.com and It

compromised over 1,000,000 users'personal information, including passwords, email addresses,
home addresses,dates of birth, and all Sony opt-in data associated with their accounts.Also
compromised all admin details of Sony Pictures(including passwords) along with 75,000 "music
codes" and 3.5 million "music coupons".

1 milione di utenti coinvolti - Fonte: ThN
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$ SQL Injection

I§ Cione Raw text B New
Hommmmm e Hommmmmmmmmm e Hmmmmmmmm oo Hommmmmmmm e Fommmmmmm e TR o mm e Hmmmmmm e o mmmm e o mmmm e TR +-
------------------- T e e e T e T T T T S
------------------ B T e St et St e e

| anagraphic_id | anagraphic_valido | anagraphic_txn_id | anagraphic_ip | anagraphici_cf | anagraphic_piva | anagraphic_data | anagraphic_nome | anagraphic_citta | anagraphic_email | anagraphic_sesso
anagraphic_cognome | anagraphic_importo | anagraphic_privacy | anagraphic_bilancio | anagraphic_indirizzo | anagraphic_mail_sent | anagraphic_confirmed | anagraphic_tipologia |
anagraphic_data_nascita | anagraphic_tipo_donatore | anagraphic_privacy_public | anagraphic_ragione_sociale | anagraphic_legale_rappresentante |

o mmm e o mm e o m e o mmm e Hmmmmm e Fmmm e o mm e Fommm e o mmm e e o mm e +-
------------------- e T T T T e S S
------------------ T e T e T e S e e =

| 1 | @ | <blank> | <blank> | MCCMRC71a04c261k | <blank> | 2017-06-23 15:29:36 | nome | milano info@casaleggio.it | M |
Maiocchi | 1.00 | 4 | <blank> | via gerolamo morone 6, c/o Casaleggio associati | <blank> | <blank> | paypal 1971-
01-04 | persona_fisica <blank> | <blank> | <blank> |

[ 3 | @ | <blank> | <blank> | MCCMRC71a04c261k | <blank> | 2017-06-23 15:30:52 | nome | milano info@casaleggio.it | M |
Maiocchi | 1.00 | 1 | <blank> | via gerolamo morone 6, c/o Casaleggio associati | <blank> | <blank> | paypal 1971-
01-04 | persona_fisica <blank> | <blank> | <blank> |

| 4 | @ | <blank> | <blank> | MCCMRC71a@4c261k | <blank> | 2017-06-23 15:31:35 | nome | milano info@casaleggio.it | M |
Maiocchi | 1.00 | i | <blank> | via gerolamo morone 6, c/o Casaleggio associati | <blank> | <blank> | paypal 1971-
01-04 | persona_fisica 1 | <blank> | <blank> |

k5 | @ | <blank> | <blank> | MCCMRC71a@4c261k | <blank> | 2017-06-23 15:32:05 | nome | milano info@casaleggio.it | M

Maiocchi | 100.00 | 4 | <blank> | via gerolamo morone 6, c/o Casaleggio associati | <blank> | <blank> | paypal 1971-
91-04 | persona_fisica 1 | <blank> | <blank> |

| 6 | @ | <blank> | <blank> | MCCMRC71a04c261k | <blank> | 2017-06-23 15:54:49 | nome | milano info@casaleggio.it | M |
Maiocchi | 100.00 Jy | <blank> | via gerolamo morone 6, c/o Casaleggio associati | <blank> | <blank> | paypal 1971-
01-04 | azienda 1 | <blank> | <blank> |

k7 | @ | <blank> | <blank> | MCCMRC71a@4c261k | asasd | 2017-06-23 16:02:21 | Marco | milano info@casaleggio.it | M |
Maiocchi | 20.00 | 1 M | via gerolamo morone 6, c/o Casaleggio associati | <blank> | <blank> | paypal 1971-
01-04 | azienda <blank> | <blank> | legalizzamelo |

| 8 | | <blank> | <blank> | <blank> | asdas | 2017-06-23 16:04:36 | marco | milano info@casaleggio.it | <blank>

maiocchi | 1234 | & Ji & | via gerolamo morone 6, c/o Casaleggio associati | <blank> | <blank> | paypal

<blank> | azienda |1 | rag | sassssss leg

| 9 | e | <blank> | <blank> | MCCMRC71a@4c261k | <blank> | 2017-06-23 17:01:33 | marcolino | milano info@casaleggio.it | M [
maiocchi | @.00 | 4 | <blank> | via gerolamo morone 6, c/o Casaleggio associati | <blank> | <blank> | bonifico 1971-
01-04 | persona_fisica <blank> | <blank> | <blank> |

Hommmmm e o mmmm e Hommmm e o mm e e e e Hommmm e T e T T TR +-
------------------- e e e e e e e S e ST TP
------------------ T S e S et S e P

Rousseau - Movimento 5 Stelle
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$ Front End e Back End
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$ Front End e Back End: SSL Self Signed

MyTIM
Mobile

Credito Residuo

0,02€

Aggiornato al 02/10/2015 alle ore 18:24
da Ricarica

5 4

La mia linea Ricarica

[

Controllo costi

Offerte per te

—
S —

GET https://camp.tim.1it/widgetCamp/loginDca.do HTTP/1.1

Accept: */%

User-Widget: 1Phone

Accept-Language: it-it]

Client-Device-Id: SN - 2036- 408B- 947 A - HEENNNGENRERE

Password: 1iNieeeS

User-Name: 36SENNES5

User-Agent: Mozilla/5.0 (iPhone; U; CPU 1like Mac 0S X; en) AppleWebKit/420+
Mobile/1A543 FileDownloader/3.0

Connection: keep-alive

Widget-Version: 4.0

Cookie: dtCookie=DAAESELCFSSEL71AL 2SS\ 1 b2 pbGVBcHBEMY; J
n8dHLKSQGETgShhFShybykx0_ GRS | 1575506470! - 1320192397

Host: camp.tim.1t
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